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Resumo

* entender um pouco sobre como funciona
a vigilancia mercantil na internet

— Firefox Lightbeam

* aprender como limita-la,
em navegacao cotidiana

— uBlock Origin
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Publicidade online:

ecossistema de intermediarios
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https://lumapartners.com/luma-institute/lumascapes/display-ad-tech-lumascape/

Plantao de noticias: Armagadd-on 2.07?
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https://bugzilla.mozilla.org/show_bug.cgi?id=1548973
https://bugzilla.mozilla.org/show_bug.cgi?id=1548973
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Em casa, no day after:
testem Firefox Lightbeam
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https://addons.mozilla.org/pt-BR/firefox/addon/lightbeam/
https://addons.mozilla.org/pt-BR/firefox/addon/lightbeam/

Extensao blogueadora:
uBlock Origin

* disponivel para Firefox, Chrome (+ forks)

— Firefox:
<Ctrl + Shift + Ay, buscar

— Chrome:
https://chrome.google.com/webstore/, buscar
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https://chrome.google.com/webstore/
https://chrome.google.com/webstore/

Extensao blogueadora:
uBlock Origin

© Settings Filter lists My filters My rules Whitelist Shortcuts About

o U 1., o
r 3

uBlock Origin 1.17.4

@ Hide placeholders of blocked elements
@ Show the number of blocked requests on the icon
@ Make use of context menu where appropriate
Disable tooltips
Color-blind friendly

-—

3&; @ Enable cloud storage support
requests blocked QI am an advanced user (required reading)}
on this page Privac
47 or 37% ] y . .
. 3 Disable pre-fetching (to prevent any connection for blocked network requests)
Since INsta
573,165 or 7% 3 Disable hyperlink auditing

Prevent WebRTC from leaking local IP addresses
2 Block CSP reports

domains connected

4 out of 29

) B ®ie A7 Pa

* modo avanc¢ado:
— opcoes (dashboard) — “l am an advanced user”
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Obrigado!

Apresentacao disponivel em
https://impropriedades.wordpress.com
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Resumo

* entender um pouco sobre como funciona
a vigilancia mercantil na internet

— Firefox Lightbeam

* aprender como limita-la,
em navegacao cotidiana

— uBlock Origin

UFABC




Publicidade online: real time bidding
(RTB, leiloes em tempo real)
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Plantdo de noticias: Armagadd-on 2.07
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Em casa, no day after:
testem Firefox Lightbeam
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Extensao bloqueadora:
uBlock Origin

* disponivel para Firefox, Chrome (+ forks)

— Firefox:
<Ctrl + Shift + A>, buscar

— Chrome:
https://chrome.google.com/webstore/, buscar

aaaaaaaaaaaaaaaaaaaaaaaa

Interface (modo basico):
* ‘“requests blocked” / “domains connected”

* clicar: lista de dominios externos

o T Ll

* bloqueios por site: popups, midia, fontes, scripts
* botao liga/desliga
* botao logger
* botao dashboard

* listas de filtragem



Extensao bloqueadora:
uBlock Origin

o o w @ Settings  Filter lists My filters My rules Whitelist Shortcuts About

U gl 78 @ Hide placeholders of blocked elements

' 1@ Show the number of blocked requests on the icon
1@ Make use of context menu where appropriate
Disable tooltips

Color-blind friendly
@ Enable cloud storage support
requests blocked (gl am an advanced user (required reading)

Privac
47 or 37% i ) )
1@ Disable pre-fetching (to prevent any connection for blocked network requests)
573,165 or 7% [@ Disable hyperlink auditing
domains connacted Prevent WebRTC from leaking local IP addresses
40utof 20 19 Block CSP reports

19 Az <Pay

* modo avanc¢ado:
— opc¢odes (dashboard) — “l am an advanced user”

Modo avancgado:

* nao so filtragem estatica (bloquear qualquer pedido a um servidor),
mas também filtragem dinamica:

* ex.: bloquear facebook.com como 3°. em qualquer site,
menos em uol.com.br e wordpress.com

* coluna 1: servidor (ou tipo de conteudo) a bloquear
* coluna 2: bloqueia servidor em qualquer site
* coluna 3: bloqueia servidor sé no site atual
* vermelho (direita da coluna): bloqueia
* experimentem bloquear frames de 30s. para todo site
* botdo cadeado: se “funcionou”, torna mudanga permanente
* baita ganho de seguranca / privacidade!
* cinza (meio da coluna): ignora bloqueios dindmicos superiores
* experimentem “desbloquear” youtube.com
* busca: tutorial limpar cooler notebook

* https://www.tecmundo.com.br/manutencao-de-pcs/39472-
manutencao-como-limpar-o-cooler-e-o-dissipador-do-seu-
notebook-video-.htm

* “desbloqueio” pode ser geral (col. 2) ou s6 nesse site (col 3)
* verde (esquerda da coluna): ignora bloqueios dinadmicos e estaticos

* mais raro: s6 quando as listas padrao tém bugs, ou geram problemas
na sua navegacao



Obrigado!

Apresentacao disponivel em
https://impropriedades.wordpress.com
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